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Can a system initiated by the U.S.

military and built largely by the
government and academia succeed

as a worldwide commercial communica-
tions infrastructure—and remain open?
That’s the question facing the IT world and
the Internet community today. As Internet
traffic volume grows exponentially, as the
variety and complexity of data increase,
and as dozens of vendors jump into the
arena with all sorts of business and tech-
nical schemes, the standards that govern
interoperability on the Internet are getting
their severest test. As of now, although the
system is a bit frazzled, it is surviving. And
there’s optimism that it can remain open
and workable in the future—if there’s a
continued focus on sharing technology and
developing standards.

Some observers liken the advent of
the Internet as a vehicle for universal com-
munications to the development and
spread of Unix. Both involved diverse
efforts to build on the same framework,
focusing on interoperability, portability
and sharing of technology.

“That’s why Unix took off,” says
Michael Tilson, chief information officer
for the Santa Cruz Operation in Santa Cruz,

CA, and current president of UniForum.
“The formal standards came later. To tell
the truth, the formal standards just pre-
vented some bad things from happening.
They weren’t the reason it took off.”

Of course, the Internet’s development,
not tied to a particular operating system,
has occurred much faster. “This industry is
moving 10 times faster than Unix ever
moved,” says Corinne Moore, associate
executive director of CommerceNet, a
consortium of Internet-related companies
in Mountain View, CA.

Despite the unprecedented demands
being placed on the Net, most observers
believe that its history of openness and
technology-sharing will ensure an open
future. “Interoperability is so ingrained in
the whole philosophy that I don’t think
anybody’s going to be so bold as to step
out on their own” with a proprietary solu-
tion that doesn’t mesh with the rest, says
Marshall Behling, business development
manager for VeriSign, a Mountain View
firm founded in 1995 that verifies and
authenticates the identity and credit sta-
tus of online purchasers.

Fear of a Coup
However, others remain wary that the
vision of great wealth to be gained from
Internet software will tempt some com-
pany to try a Microsoft-style takeover in
this arena. “If there is a company that is
not committed to open standards, the
same thing could happen that happened
in the PC world, where one company
with its proprietary standards sort of owns
all the important standards in that space,”
says Frank Chen, security products man-

ager for Netscape Communications in
Mountain View, which, with Microsoft, is
frequently mentioned as being capable of
such a coup. Netscape insists that noth-
ing of the sort is on its agenda. “We are
absolutely committed to building our com-
pany around trying not to have one com-
pany, whether it’s us or some other com-
pany, own proprietary standards,” Chen
says.

Netscape appears to have become the
dominant vendor of software for the
World Wide Web with its Netscape Nav-
igator browser—employed by an esti-
mated 70 percent of Web users—and Web
server and Hypertext Markup Language
(HTML) authoring programs that employ
the same technology. However, the com-
pany insists that its strategy of sharing the
specifications it develops means that any
de facto standards it produces will be
accessible to anyone. Specifically,
Netscape has developed extensions to the
HTML standard used to write and inter-
pret Web pages—extensions designed to
add value to its products. “We just want to
be proactive and get necessary extensions
out into the marketplace and at the same
time aggressively pursue making those
industry-wide standards,” Chen says. “But
in the interim, when they’re not industry-
wide standards, we publish them and
make all the technical details available to
developers who want to build products.”

So far the feeling in the Internet com-
munity seems to be that Netscape’s
aggressive pursuit of market leadership
on the Web has not hurt the openness of
the Internet but has accelerated the stan-
dards process and increased the evolu-
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tion of de facto standards. “It isn’t hurt-
ing the standards effort so long as there
are people who need to use those fea-
tures,” says Pierre Wolff, director of mar-
keting for First Virtual, an Internet pay-
ment system provider in San Diego. “The
standards are necessary for there to be
extensions.”

“The mental stance on all of this is
interoperability and intercommunication,”
Tilson of SCO says. “A lot of people under-
stand the power of sharing technology.”

As for Microsoft’s role in the Internet
world, the feeling is one of guarded opti-
mism. An attempt by Microsoft and Visa
to establish their own payment protocol
for the Web appears to have withered
since Visa and MasterCard announced in
February agreement on a common stan-
dard, whose development would involve
both Microsoft and Netscape. In Decem-
ber, Microsoft appeared to defer to an
emerging standard by agreeing to license
Java, the Internet programming language,
from Sun Microsystems, which Netscape
licenses as well. Microsoft also employs
Netscape’s Secure Sockets Layer (SSL)
security protocol, which helps make SSL a
de facto standard.

Overall there’s a degree of uncertain-
ty, fueled by the youth of the market, its
potential for sudden growth and the need
for companies to stay flexible in a world
of standards that are certain to change.
Tilson describes the climate as a compet-
itive brawl, from which standards proba-
bly will emerge to maintain interoper-
ability. “I think we’re in for five years of
chaos and most likely longer,” he says.
“Everyone is going to try for proprietary
advantage. The market dynamics could
shift suddenly and chaotically. Netscape’s
ahead now, but the barriers to entry in
this area are small. And some big whales
that control important things like finan-
cial transactions might want to have pro-
prietary advantage.”

The Heart of the Net
While startup firms and industry leaders
alike vie over high-level standards, the
Internet infrastructure also evolves. Inter-
net standards are governed by several
organizations, none of which has absolute
control and no member of which can be
identified as having vast power. Essen-
tially, no one is in charge. Instead, the
standards-setting process resembles a
technological equivalent to the New Eng-
land town meeting. Although a number
of bodies are involved with Internet stan-

dards-setting (see “Internet Standards
Organizations” on page 22), the Internet
Engineering Task Force (IETF) and its
working groups are the focus of most
standards discussions, and within them
many thorny technical issues are hashed
out. Its meetings are held three times a
year, almost anyone with the time and
the interest can contribute, and results are
obtained by rough consensus.

Although standards bodies tend to be
dominated by vendor representatives out
to protect their companies’ interests, the
IETF has many members from universi-
ties. However, as the Internet has
emerged from academia into the com-
mercial marketplace, the number of ven-
dors is increasing. IETF meetings, attend-
ed by less than 300 participants six years
ago, now have 1,000 or more. Predictably,
current opinion in the vanguard of Inter-
net commerce is that the IETF isn’t mov-
ing fast enough in its standards work to
keep up with related technology.

“I think the IETF will wind up having
to increase its pace,” says  Richard Doher-
ty, director of the Envisioneering Group,
a technology assessment and market
research firm in Seaford, NY. Doherty,
who has participated in IETF meetings,

gives the IETF credit for trying to main-
tain open standards. “While they have
stayed in a democratic, United Nations
mode, there’s an effort to make the
process work. If anybody tried to do
something too proprietary or that may dis-
appoint too many people, it would get
worked out in discussion.” He thinks that
more frequent working group meetings
may be the answer to the problem of
speeding up the process.

Although the IETF spans the gamut of
Internet-related standards, one of its most
often discussed recent efforts is to devel-
op the next generation of the Internet net-
working protocol, IPv6, also known as
IPng (Internet Protocol next generation).
The current version, IPv4, was designed
for a relatively small network of engineers
and scientists primarily to perform file
transfers. IPv6 will update the basic pro-
tocol to allow the Internet to grow into a
global multimedia network. Testing of the
proposal is under way, but some people
wonder how much longer it will take as
the process gets bogged down by ever-
increasing vendor participation.

“With the IP environment, you have
massive quantities of hardware in place,
so you’ve got to worry about backward
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compatibility,” says Lawrence Backman,
vice president of advanced development
for FTP Software, a provider of TCP/IP net-
working for PCs in Andover, MA. “If some-
one makes a mistake there and you break
every old IPv4 thing, you’re in trouble.”

IPv6 is designed to solve the problem
of too few IP addresses and increase rout-
ing efficiency, considered the two most
significant limitations of the current basic
Internet. IPv6 will expand IP addresses to
16 bytes from the current four bytes,
allowing for more and longer addresses.
The routing and addressing improvements
will be needed soon, Doherty says. “When
we get to four times or 10 times the traf-
fic we’re seeing today [in late 1995] on the
Internet—and that’s likely to happen by
spring—people will start to notice that
everything’s getting through, but it takes
longer. It takes longer because there are
more subtle twists and value-added open
standards coming into play.”

Although the IETF process isn’t bro-
ken, it is showing strain, admits John Klin-
sen, senior data architect for MCI in
Reston, VA, and IETF’s area director for
applications. But he can’t envision the
IETF moving away from openness in its
standards-setting. “If you look at the alter-
natives out there, virtually all of them are
worse,” Klinsen says. “But I’m looking for
ways to make things better. I am not con-

vinced that the way the IETF is doing
business now would be workable if the
number of active participants extended to
2,000 or 5,000 people.”

We may feel confident about the ded-
ication of those working on the under-
pinning of the Net. But the runaway
growth of value-adding applications is sure
to put pressure on the framework, and
business and the public are far less patient
(and cautious) than professors and scien-
tists. Despite some growing pains, how-
ever, the standards base seems reliable.

What Do Killer Apps Kill?
Of most concern for future interoperabil-
ity are those user-focused applications:
World Wide Web browsers and servers,
e-mail, security and financial transaction
protocols. Those are the areas in flux,
where the greatest profits could be made
and where the opportunity for proprietary
lock-in lies. “There is the possibility for
balkanization [fragmentation],” says First
Virtual’s Wolff. “That would work con-
trary to the good of the whole. The bot-
tom line is that openness is important in
order to keep growing.”

As Netscape and others have forged
ahead with their advanced Web tools, the
question of complete interoperability
between browsers and servers has come
to the fore. In a perfect world, all browsers

would interact with all servers in the same
way, using the same HTML specification.
But software developers, seeking com-
petitive advantage, add features requiring
HTML extensions; in Netscape’s case,
these include adding tables, frames and
font manipulation to its Navigator brows-
er and its server software. Webmasters
place those features on their Web sites,
but they’re visible only to Netscape
browsers. Interoperability with other
browsers is still possible, but those
browsers can’t see the added features. The
difference is relatively slight now but
could become much more pronounced as
technology advances.

Entrepreneurs believe that this is
healthy for the industry, allowing the mar-
ketplace to sort out the better products.
“Mosaic was the de facto standard and
now Netscape is,” says Stratton Sclavos,
president and CEO of VeriSign. “Nothing
that Netscape is doing prevents anyone
else from coming into the marketplace
with something better.” He argues that the
key to openness is that product specifica-
tions not be hidden. “The whole model is
that you not only announce it, but at the
same time you make it freely available and
let people comment on it.” In addition,
new technology should be backward com-
patible, so, for example, Web pages
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The evolution of Internet standards is a complex process that must accommodate input from a variety of sources, whose interests may conflict. These
days, market pressures often precede formal standards work.
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employing Java applets can be read by
browsers that lack Java capability.

Java itself has become a prime exam-
ple of the Internet development model.
Originally developed by Sun as an object-
oriented language for use in set-top
boxes, Java started simmering when Sun
decided to create Hot Java technology for
running small applications, or applets,
within Web pages. With Sun’s decision to
license the technology and its adoption
by the key Internet players, Java appears
ready to become a de facto standard this
year. “Java browsers will have a success-
ful market, but I don’t think anybody is
going to dictate a certain set of features
that only their browser can use, and there-
fore everybody is locked in,” says Sclavos.

In addition, Netscape and Sun have
developed JavaScript, a cross-platform
object scripting language for application
development. The endorsement of
JavaScript by 28 companies seems to assure
that it will become a standard as well.

Although the development of product
extensions can decrease accessibility for
some users of older systems, Chen of
Netscape sees a healthy tension in the dif-
ferent roles of standards bodies and ven-
dors. “It would be great if somebody
could just dictate from the IETF that it’s
going to be a certain way. The trouble is
that that’s not a standards body’s charter.
Their charter is to make sure that techni-
cal specs are complete and accurate and
serve a technical purpose. A product com-
pany’s job is to meet customers’ needs.”

This situation could mean that the
IETF will be considering whether to
endorse standards after they are already in
wide use. Klinsen, the IETF area director,
believes that is not necessarily bad. “If
they [technology innovators] dominate the
marketplace and keep the technology for
themselves, then in that particular area,
the IETF is irrelevant,” he says. “But if
their goal is to get it into as many systems
and environments as possible, the IETF
process has a tendency to refine and tech-
nically improve the proposals.”

Delivering the Mail
Electronic mail is another application area
where the need for interoperability and
standards development is crucial. E-mail
on the Internet works because messages
of different formats can be transferred and
translated through gateways, filters and
protocols like the Post Office Protocol

(POP) and Simple Mail Transfer Protocol
(SMTP). But the widely varying formats
can cause problems for companies like
First Virtual, which depends on e-mail for
its Internet payment system to work. For
example, some gateways truncate the sub-
ject header, which contains information
vital to First Virtual. “We have over 1,000
filters to address different variants of what
are considered standard e-mail systems,”
Wolff says. “It’s amazing that something
as simple as that, which one would think
is a done deal, is actually still evolving.”

In addition, secure e-mail is now a
pressing need for many businesses. RSA
Data Security of Redwood City, CA, and
its spin-off, VeriSign, have been actively
promoting the Secure/Multipurpose Inter-
net Mail Extensions (S/MIME) protocol,
which is designed to add security to e-
mail in MIME format. Authentication and
privacy would be provided using encryp-

tion and digital signatures. Interoperabil-
ity testing has been conducted and com-
pliant products were expected to be
announced early in 1996.

Open Yet Secure
Protocols for security on the Internet have
been at the center of some of the
strongest controversies of recent months.
One continuing battle apparently was set-
tled peacefully last spring when compet-
ing companies agreed to resolve their dif-
ferences over the rivals SSL, promoted by
Netscape, and the Secure Hypertext Trans-
fer Protocol (S-HTTP), backed by Enter-
prise Integration Technologies (EIT) of
Menlo Park, CA, and CommerceNet. The
parties involved announced that both SSL
and S-HTTP would be supported and uni-
fied in a toolkit for application developers.
EIT and RSA formed Terisa Systems in

The following organizations are principal players in Internet standards
development.

The Internet Engineering Task Force (IETF) is a loosely self-organized group that
contributes to the Internet’s engineering and standards development. Working
groups in several technology areas are headed by area directors. A nominating
committee of members from the ranks nominates members of the Internet
Architecture Board (IAB) and the Internet Engineering Steering Group (IESG).

The Internet Society (ISOC) is a professional society concerned with the growth
and evolution of the Internet, the way it’s used and resultant social, political and
technical issues. The ISOC board of trustees approves appointments to the IAB
from a list of nominees submitted by the IETF.

The Internet Engineering Steering Group (IESG) is part of the ISOC and manages
the Internet standards process and technical activities for the IETF. It follows rules
and procedures set by the ISOC trustees. The IESG oversees the progress and final
approval of standards proposals.

The Internet Architecure Board (IAB) is a technical advisory group of ISOC and
oversees Internet architecture and protocols. It acts as an appeals body for
decisions of the IESG. The IAB approves appointments to the IESG from the IETF’s
nominees.

The World Wide Web Consortium (W3C) is based at the Massachusetts Institute of
Technology’s Laboratory for Computer Science and is directed by Tim Berners-Lee,
developer of the Web. W3C concerns itself with developing common standards for
the Web; for example, a standard for embedding active objects into hypertext
documents is under development by W3C members.

The American National Standards Institute (ANSI) coordinates the U.S. voluntary
consensus standards system and approves American national data processing and
communications standards. ANSI does not develop standards.

The International Organization for Standardization (ISO) is a voluntary body of
national standardization organizations. It accepts and certifies international
standards for telecommunications. ANSI is a member of ISO.

Internet Standards Organizations
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Mountain View to provide the toolkit,
which will employ SSL as a lower, broad-
er level and S-HTTP at a higher level.
“They work synergistically,” claims Kurt
Stammberger, RSA’s director of technolo-
gy marketing. “You’re going to see more
browsers and servers supporting both pro-
tocols.” Open Market of Cambridge, MA,
also offers such a toolkit.

The clash between Visa/Microsoft and
MasterCard over Web payment protocols
has overshadowed a more basic question:
How will the world of electronic com-
merce function via the Internet in a world
of multiple, sometimes competing and
inconsistent protocols? “The most impor-
tant thing we’re lacking is a universal way
of doing secure transactions that really
works,” Tilson says.

EIT, now part of the Internet com-
merce division of VeriFone, Inc., has been
focusing on developing a total payment
infrastructure, so, for example, companies
like First Virtual, Open Market and Cyber-

cash of Reston, VA, could interoperate via
Netscape browsers and servers. EIT/Ver-
iFone is working in several areas—with
CommerceNet and the World Wide Web
Consortium (W3C), with the American
National Standards Institute (ANSI) and
with the credit card companies—to estab-
lish a single solution. The result may be
one negotiation protocol standard that
would allow software to settle questions
of what protocol and payment method
would be selected. “Let’s say Visa and
MasterCard don’t work together,” says
Mohammad Khan, director of marketing
for EIT/VeriFone. “At least they should
be able to decide on a system for trans-
mission. Our goal is to make that as sim-
ple as possible for the consumer and the
merchant.”

Tilson also accepts that multiple pro-
tocols will survive at some level. “It’s clear
that people are going to do different
things [with protocols],” he says. “Even-
tually the market will settle on a couple

that are highly standardized. Standards
have to allow for security protocol nego-
tiation, because that creates a framework
for advancement.”

Despite the climate of cooperation,
the talk of technology sharing and the
Internet’s history of democratic resolution
of standards issues, few observers dis-
count the possibility for an attempted pro-
prietary coup in a lucrative arena such as
Internet commerce. “Anyone who can
exert monopoly control can make a lot
of money,” Tilson says. “Anybody who
wants to be immensely wealthy would
like to be another Microsoft.” However,
the prevailing opinion is that the Internet
has a good chance of maintaining a level
of interoperability unprecedented in the
history of computing. Many already see
that as a significant victory.   

Don Dugdale is a technology writer based
in San Jose, CA. He can be reached at dug-
dale@netgate.net.
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